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Draft* CEN Workshop Business Plan (Version 1.1, 2010-12-14)
“CBRN – Risk assessment, risk awareness and risk management”
(CWA XXX “CBRN/RAAM”)
* To be / approved at the Kick-off meeting on 2011-MM-DD
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“With the support of the Prevention, Preparedness and Consequence Management of Terrorism and other Security-related Risks Programme'' 

European Commission - Directorate-General Home Affairs''

1
Background to the CEN Workshop
Stakeholders expressed a need for CBRN related standards. Standards for products may be helpful, but incomplete if they do not fit into a systematic approach. In the proposed workshop, the needs for specifications have been listed in an order of needs and consequences, starting with the risk perception and ending with a management structure.

This workshop is set up to suit the needs as expressed in the EU action plan for CBRN.
 For the link between the objectives of this workshop and the CBRN action plan, see Annex A.
Given the complexity of the issue and the limited time frame, a CWA can be developed where a European standard would require more time.

This project is not related to European, national or international regulations. Existing standards and standard related activities and documents are listed at Annex B.
Stakeholders’ categories are, amongst others, companies and institutions dealing with CBRN risks, such as emergency services, small and medium sized enterprises (SMEs), large industrial enterprises, international and national organisations, and research and education institutes.
CEN/TC 391 “Societal and citizen security” has expressed a strong interest in standardization in the field of CBRN. This TC will be informed about the activities and asked to inform the stakeholders about the possibility to participate.

2
Workshop proposers and Workshop participants
The Original proposer of the Workshop is NEN.
During the kick-off meeting, the draft business plan is discussed. Participants to the kick-off meeting are listed in Annex C. Registered participants having approved the current Business Plan will be listed in Annex D after the approval of the final version of the business plan.
3
Workshop scope and objectives 
The aim is to develop a CEN Workshop Agreement for CBRN risk based management, which can be used as a methodology for measures and procedures for CBRN detection, decontamination, collective protection for emergency staff and mass protection for the citizens.

The main areas are prevention/preparedness and consequence management. The actions should be based on an all hazards approach, with a specific focus on terrorism and other security related risks. In the CBRN action programme, CBRN has been highlighted in view of the high risks in security and safety. See also Annex A.

Looking at the combination of threats, vulnerabilities and values to be protected, threats may be terrorist attacks with chemical, explosive and biological agents, or nuclear waste materials, or with conventional means on CBRN plants, causing a similar devastating effect on a potentially large scale. Major CBRN incidents may jeopardize the critical infrastructure, while emergency services will have great difficulty performing their response tasks. 
The resulting CWA will be distributed and disseminated through the CEN system. 
4
Workshop programme

The Business Plan is written and the entire project is conducted in English.

The workshop concerns one single work item, scheduled for publication within 24 months. A tentative timetable has been included as a table in Annex E. 
A draft table of contents is included in Annex F and will be circulated among those who express their interest in participating in the kick-off meeting. After the kick-off, the drafting of the table of contents will be part of the workshop activities. 

The work plan is limited to those activities that will result in delivery of a CWA. More general outcomes such as liaison activities or "strategic overviews" will not be covered. Where there is a need to address these, informative references will be made to relevant publications.
In accordance with the CEN rules for the development of a CWA, an external enquiry will be carried out as the intention is for the CWA(s) to be used in support of a public policy interest. The Business Plan shall record the intention for such external comment phase together with an explanation how this phase will be organized and how the feed-back will be processed. The minimum duration of the comment phase is 60 days.
5
Workshop structure 

The CEN/CWA “CBRN” project will be organized with a chairman, a secretary and an expert doing the co-normative research required. 

The workshop will be conducted by a Chairman to be elected at the kick-off meeting.  The secretariat will be held by NEN. A vice-chairman may be elected according to the wishes of the team. For the main part of the project as foreseen, there will be no designated working groups. Depending on the knowledge and experience of the experts, tasks may be divided and even given to task groups, reporting to the workshop (plenary). Separate task groups meetings are not foreseen; contact by email and phone will be sufficient as a rule.

After defining the content, a few team members will be selected to assist the secretary in the drafting of the CWA (editing group). 

If more than one team member represents a certain stakeholder category, they will be asked to act as sparring partners during the project.

For the annexes to the CWA (as far as they emerge, depending on the feasibility), specific working groups may be established, depending on the wish within the team. The annexes may give specific solutions for issues described in the framework.
6
Resource requirements

All costs related to the participation of interested parties in the Workshop’s activities have to be borne by themselves. 

Since the project is financed by the European Commission, DG Home, stakeholders who wish to register for participation in the Workshop won’t be required to pay a fee to cover the costs of the secretariat (NEN)
7
Related activities, liaisons, etc.
The activities within this CWA will be closely followed by CEN/TC 391, with a clear interest in CBRN. During the period prior to the registration of participants, and during the comment phase of a draft CWA, CEN/TC 391 will be informed and requested to circulate the information among its members.
This CWA may also be related to another project, called “CATCH”, short for CBRN Advanced Training Curriculum The Hague. It aims to meet the demand for a European standard for the education, training and exercising of first responders to CBRN incidents.  The CATCH project intends to develop certified training for the European market that will address all requirements. 
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Contact points:


Proposed Chairman:

Otto Nederlof

Circle Ned Trade Consult bv

Mackaylaan 17 

1272 GA  Huizen, theNetherlands
Tel: +31355230387

Fax: +31355237178

mob: +31646735588

mail: circlened@telfort.nl 

Secretariat:

Steven van der Minne

Consultant NEN

Postbus 5059, 2600 GB Delft, The Netherlands 
(Vlinderweg 6, 2623AX Delft)

Tel: +31(0)15 2690314

e-mail: steven.vanderminne@nen.nl
CEN/CMC

Gaïd Le Gall 

Programme Manager, Workshops 

CEN -  European Committee for Standardization 

Avenue Marnix, 17

B-1000 Brussels, Belgium
Tel.: +32 2 550 0939             

Fax: +32 2 550 0819 

e-mail: glegall@cencenelec.eu

 Web: www.cen.eu
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List of annexes
A. Existent standards and standard related activities and documents
B. Specific links to the CBRN Action programme
C. Participants in the Kick-Off meeting

D. Registered participants having approved the current Business Plan
E. Tentative time table

F. Tentative table of contents

Annex A
This CBRN focus includes, linking to the specific objectives in the action programme 2010:

	Section
	Key words


	Project features

	1 
	Measures to prevent and reduce risks
	Apart from terrorism and other security risks, safety will be taken into account. Any incident has a potential major impact on the society, especially the critical infrastructure, given the vulnerabilities and the interdependencies in economics and logistics. 

Most of the discussions appear to concentrate on consequence management, what to do after an incident. This project will focus on prevention and preparedness as much as on consequence management.

	2 
	Prevention and preparedness
	

	(a)
	Risk assessment
	The starting point is a CBRN risk assessment, in its cause and effect. 



	(b)
	Methodologies
	The risk assessment will be part of a methodology leading to systematically risk reducing measures.

	(c)
	Shared operational measures
	The specifications will have an impact on the supply chain.

A deliverable aims at providing a framework for all sorts of agreements between stakeholders concerning risk reducing measures.

	(d)
	Security standards
	The CWA can be used as a basis for other CBRN safety and security standards and guidelines, concerning measures in specific sectors, especially in the critical infrastructure. 

	(e)
	Coordination and cooperation
	The method developed in this CWA will provide a starting point for projects concerning consequent management (see 3).

	3 
	Consequence management
	

	(a)
	Exchange of Best practises
	This CWA will provide a basis for follow-up, both in specific standards and best practices.
The CWA will be publicly available as a frame or reference for all kinds of follow-up. Scenarios, exercises sharing of registered incidents etc. will contribute to a ‘best practices’ programme as a follow-up of this project. Where no incident occurs, it may be simulated in an exercise programme (3b)

Best practices, which may lead to new standards, may involve equipment for collective protection, detection protocols and equipment, containment and decontamination protocols and equipment.

	(b)
	Scenarios and Exercises
	Training and exercises are essential for the validation of the risk assessment, the measures and the preparedness of the personnel. To emphasize the importance for the supply chain, elements of this supply chain may be involved in the exercises. 

The outcome of the exercises will be registered.


Annex B

Existing standards and standard related activities and documents

· WS 31 : Laboratory Bio-safety & Security

· WS 43 : PPE for CBRN hazards:

· CWA 16108:2010 -  PPE for CBRN Hazards 

· WS 44 : Emergency Services Management

· CWA 16107: 2010 - Emergency Services Capability Framework

· COUNCIL OF THE EUROPEAN UNION, 15505/1/09 REV 1 - Council conclusions on strengthening chemical, biological, radiological and nuclear (CBRN) security in the European Union - an EU CBRN Action Plan, Brussels, 12 November 2009. 

Annex C

Registered participants of the kick-off meeting 

Annex D

Registered participants having approved the current Business Plan 

Annex E
Tentative time table

Schedule
	Activity

Number
	What?

-

Type /  Name of the activity 
	Why?

-

Objectives / Aim of the activity
	For whom?

-

Target groups / Participants Number and Country of Origin
	When and Where?
	By Whom?

Name of organisation (Applicant/Partner)
	Expected Results

Outputs and deliverables

Source of verification

Indicators
	Risks and assumptions
/ Mitigation strategies

	1
	Preparation
	a) Description of the project in a Business plan. The Business plan will serve to draw the attention of the market on the standardisation activities

b) To enhance the quality of the process and its outcome, experts are needed, regarding stakeholders and technology

A call for participants will be issued (60 days announcement), after which a kick-off meeting will be organized
	
	a) 3 months before the Kick-off meeting (in Brussels), the Business plan will be posted on the CEN Website for at least 60 days allowing stakeholders to comment and register for the KO Meeting.

b) Drafted terms of reference for the selection of experts on the NEN and CEN Website for at least 1 months, inviting expert to send their application. (Brussels or Delft)


	NEN

CEN (NEN)
	a) Organisation of the Kick-off meeting

b)Terms of reference and candidature made available to Kick-off attendees for official selection of the experts
	Not enough experts available/

Transfer formal start decision to 1st meeting

	2
	Terms of Reference (ToR)
	The project needs a starting point, stating the problems, the needs, the criteria and the limits
	Project team
	Kick-off meeting in month 4 of the project/

Brussels (bd)

(= by default), alt Delft or Bochum
	NEN
	Agreement on the Business plan and the ToR for candidates outsourced project team of 2 experts.
	Lack of agreement/

remaining issues to be solved at the next stage

	3
	Selection of project team
	To enhance the quality of the document. National standardisation organisations (NSOs) do not have the necessary technical expertise and understanding of the stakeholders’ needs for this project.
	The CEN Workshop
	By phone conference

Month 5
	NEN
	Selection of 2 experts
	

	4
	Gap analysis
	In-depth analysis of the needs for specification
	Stakeholders (team)
	Brussels (bD)

Month 5-6
	Project team
	Agreement on the frame of the standard
	Lack of agreement/

remaining issues to be solved at the next stage

	5
	Checking ISO Guide 72
	For management system standards and CWA’s this guide is applicable
	Stakeholders (all)
	NEN (desk),

Month 5-6
	NEN
	Matching of the project within the MSS family
	No suitable standard in the management system family/

Specification “as if”, or drafting an annex for reference to other MSS.

	6
	Stakeholder analysis
	Before evaluating the available information and drafting specifications, a check is needed to see if all relevant stakeholders had the opportunity to join.


	Stakeholders (team)
	Brussels (bD)

Month  5-6
	Project leader, experts
	Relevant stakeholders listed/invited
	No interest/

Additional publications foreseen at the end of the project

	7
	Fact finding and ranking
	To keep progressing, we need to continue 2), with information gained in 3) and 4), getting all relevant information, categorizing
	Stakeholders (team)
	Brussels (bD)

Month 7-9
	Project team
	Content of the CWA is taking shape
	Insufficient information/

More clarification at the next stage

	8
	Matching and consolidating
	Next step, the data are selected on relevance for the CWA, as requirement or recommendation, to be included or referred to
	Stakeholders (team)
	Brussels (bD)

Month 10-12
	Project team
	Structure of the CWA is taking shape
	Insufficient consensus 

To be solved at the next stage

	9
	Drafting CWA
	The specifications need to be in a set format (template), checked on consistency, exact wording, correct language, consensus etc.
	Stakeholders (all)
	NEN, Delft, month 12-13

Meeting in Brussels (bD)

Month 15


	Project team
	Draft CWA published by CEN
	Inconsistencies in the text/

Draft can be delayed for 2 months

	10
	Stakeholders’ check
	After the drafting, the stakeholders in the team are asked for consent

Final issues will be solved in a meeting.

The draft will be submitted to public commenting (60 days).

Comments received will be discussed by the members.


	Stakeholders (team)
	NEN, Delft, month 14-15

Brussels (bD)

Brussels (bD)

Month 17

Month 19-20


	Project team
	Stakeholders agree on proposed modifications
	No agreement/

Other solutions to be checked

	11
	Final document
	The consensus will be integrated in the draft, with a table of replies

Publication of the CWA
	Stakeholders (all)
	NEN, Delft, month 20-23

CEN, Brussels

Month 22-24
	NEN

CEN
	Consensus established

CWA published
	No full consensus/

To be published within the consensus reached, possibly after a mediation session

	12
	Report, presentation, evaluation
	At the end of this project, a report will be made, including the findings 

To disseminate the results, a seminar will be organized
	Stakeholders (all)
	NEN, Delft , month 20-24

NEN, at (or in preparation of) a meeting of CEN/TC 391 “Societal and citizen security”

Month 20-24
	NEN, experts


	CWA promoted, process evaluated
	No major risk


Annex F

Tentative table of contents (model structure for a workshop)

CBRN - Risk awareness, risk assessment and risk management

Introduction

1
Scope

2
Normative references

3
Terms and definitions

4
Awareness

a. Risks, general knowledge of:

i. Threats (intensity, effect, related to the nature and possible impact)

ii. Substances (nature, effect, time)

iii. Environment

iv. Available resources

b. Focus on the type of user (civilians, emergency responders)

c. Education and training


Risk awareness is one of the first demands to make decisions on the measures to take. A limited perception may lead to technical ad hoc measures without a context validation in the process of applying these measures.

 
Knowing the decision making processes and how the measures may interrelate with CBRN risks, means that the risks are known, dealt with in a responsible way by sharing knowledge and discussing the needs to deal with CBRN issues.

5
Integrated approach

-
Problem approach

-
Strategies for solutions

-
Measures

Solutions need to be coherent. Stakeholders need to have a common knowledge of the risks and a possible impact and how these risks can be managed systematically with the appropriate measures.


6
Logistics and awareness in the supply chain and the community


Decision making on safety issues may involve partners (clients, suppliers), as well as others in the environment (neighbouring plants and co-users of the premises. This involves communication, even a joint decision making where common CBRN safety issues are concerned. 


7
Communication

-
Management (before and during an incident)

-
Incidents

-
Material

-
Interaction

The quality of the decision making process depends on commitment (top-down) and support (bottom-up). This requires a systematic communication before, during and after an incident.
What may go wrong (scenario’s), what do we need, who is involved, and how do we cooperate? 


8
Outsourcing of services

-
Partners in the supply chain

-
Cope-ability of the people involved 


Same as in 4), extending the boundaries of the own organization, now focusing on the partners and others (see 3).
What are the CBRN safety objectives within the chain, and what is being done to meet the objectives?

9
Auditing

-
Place in the organization

-
Measures 

-
Chain management 


The systematics, described so far, may be regarded as a part of the quality circle (Plan Do Check Act, as in EN-ISO 9001).

So far, this process description concerns the preparation and the Plan - Do, where the specifications to be agreed will be written down in an auditable way. 

Means to achieve an effective system are training, stimulating measures, but also a scoring system for suppliers to monitor and improve the CBRN risks in the supply chain.

These may lead to CBRN audit specifications, in connection with ISO 19011.

10
Verification

-
Capabilities

-
Doctrine

-
Responsibilities

The management (commitment in the start phase) will assess and evaluate the measures taken to manage the CBRN related risks, the underlying decisions and the results. This matches with the values to be protected and the vulnerabilities of the organization, its vision, mission, future perspectives, desired relations within the chain and the community, capacities and responsibilities. This also requires a continual improvement of the system with all actors and stakeholders involved. 


Annexes (informative)

-
Technical processes (detection, decontamination)

-
Materials (collective and individual protection)

-
Specific knowledge (risk related)

The choice of measures and materials follows from the management structure. Specific and risk related knowledge is needed in the operational processes, as well as in the selection, purchase, inspection, care, maintenance, replacement and discarding of the materials and products concerned.


This involves detection, decontamination, collective and individual protection related to CBRN.
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